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Abstract

The main purpose of this thesis is to create an integrated rovdmh attractivecollaborativeand
secure environment shaped by Sernagdented Architecture (SOA)n order to create and verify the
proposed modehe managerial and governance aspects of SOA requigiresalsaconsideredThe
proposed model has been created to provide a sospdnm®ge to the following enquiryiwhat
concepts and principles should define a secure collaborative and attractive seviioement In
order to provide amore fruitful answetthe above query was decomposetb three corresponding
guestions namejy(1) Why is security such a crucialsigse for a service environment?, 29w can
the security of a collaborative service gowment improvd trough the application of
Confidentiality, Integrity, and Availability (CIAroncept®3) Are the principles and concepts of CIA
triad enough, or must they be updated first and then integrated to the SOA concept as well as to the
enterprse of SOA Governan@eAccordingly tlis work concludes the following;

Firstly, in many casea SOA environment can be neither attractive nor collaborative if the aspects of
security are excluded from the architecture. Therefore this study provides an extended model of SOA
where the providers of such an environment should never be directly acbgssensumersThis
requisite implies a modified configuration that shapes a SOA environment.

Secondly, the proposed model is the result expected by the requisites for integrating SOA and CIA
principles. Accordingly an attractive, collaborative enviremnmust be designed and maintained
with respect toits foundational principlesln other words, suchan environment must always
demonstrate its agreement with the foundational principles

Lastly, the proposed model extends the primary requisites ofrisecauch as Confidentiality,
Integrity and Availability to include even requisites such as Authorization, Atithéon, Identity,
Auditing, Compliance and Security Policies. By this way the proposed model provides a more
complete foundatiofor a securé&sOA environment

In summary, theroposed model promotes the architectural integrity of SOA as we have eliminated
principles that do not belong to SOAnstead,we have added principles of security the
foundational principles of SOA he proposed mad is based on the existing concepts and principles

of SOA as well as CIA. The reusability principle has to be excluded from the concept of SOA
because this principle creates contradictory results and unnecessary interdependencies. Lastly, the
environmentwe refer to is an attractive and collaborative service environment aiming to response to
all requisites of enterprise AgilityThis study has been designed and enpénted through the
creation,validation and verification of the proposed model. Accordintte modeldemonstrates an
excellent correspondence between the theoretical and empirical views covered by the study.
However, due to the few underlined interviews some form of generalization cannot be provided.

Keywords: Serviceoriented Architecture (@A), Confidentiality Integrity Availability (CIA)
Additional scurity principles Proxy Services, Extende&sDA Governance.
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1. Introduction

This section provides an introciory understanding of Servig@rientedArchitecture (SOA) and its

relation to the CIA security triad (Confidentiality, Integrity aAstailability). It also provides the

reader an insight of the security issues that must be satisfied by SOA. The purpose, problem statement
and delineation of the study are defined, along with an outline for the process of inquiry. Lastly, the
different pats that togetér form the report are outlined

1.1 Background

1.1.1 The Swedish Tax Agency and the LIBRIS Environment: Service Oriented
and Architected Environments

We would like to start this study by stating two real cases of service environments and¢hsgary
requisites for securityA secure service environment is not sufficient but necessary to satisfy the
requisites of an attractive and collaborative environment.

On January 2004, the Swedish National Tax Board andtbenregional taxauthorities were merged

into a nationwide agency, called the Swedish Tax AgéRegeringskansli2009) This Agency is
responsible for the operational aspects of taxation. The Agency's headaaffitazl in Solnagnsures

that the tax rules are appli@dnsistentlyby issuing regulations and providing general advice and
training. The main tasks of the Swedish Tax Agency are processing income statements, income tax
returnson an annual basiand processing corporate tax returns on a monthly basis.

Accordng to theGovernmentwebsite, every yeatompanies send in specifications on salaries paid
and tax withheld in the form of income statements for employees. Banks send in income statements
on interest and similar matters, and insurance companies sergdineiistatements on premiums paid

on pension insurance schemégis extensive obligation for employers, banks and insurance
companies to submit income statements has made it possible to sendiuitpoetax returns. If the
preprinted information is cmplete and accurate, the person filing the tax return can simply sign it
and mail it to the Tax Agency. It is also possible to file the tax return electronically via the Internet or
by using the telephone or text messaging. In 2006, some 2.6 million persed this option to file

their tax returns.

LIBRIS is the National Union Catalogueof Swedenmaking aailable bibliographic services such as
search cataloguing and intdibrary lending.LIBRIS provides public access to oveevenmillion

titles in over B0 Swedish librariegLarsson, 1998 The titles represented are books and periodicals,
as well as journal articles, maps, printed music, posters and electronic resAboeé200 libraries

from the other Nordic countries use IRES for interlibrary loans(LIBRIS, 2009) These libraries
include academic, research as well as public libraries. LIBRIS does also comprise a variety of sub
databases within different areas, national bibliography, subject specialized, local/regional etc.
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This system makes use of tBerviceorientedArchitecture(SOA), where LIBRIS acts as theervice

broker and helpsariouslibraries acting aservice providerto collaborate and exchanggormation

with the service consumers i.e. students, lecturers and reseafi€imgisarn, 2008) The Swedish

Tax Agency also makes use of this architecture, where the Agency's Head Office and the regional tax
authorities intermittently act as service brokers helgimgloyers, banks, and insurance companies to
notify income statementsSimilarly, they also help tax payers to file returns using various
communication channels.

One of the key challenges of the architeduliecussed above is providing the appropriatels of
security. The different entities of the architecture $exvice broker, service consumers and service
providers communicate on an-hdc basigas and when the need arjs&ecurity models built into a
specific entitymay no longer be approptéa when the capabilities of the entitiesare exposed as
services that can be used by otéetities

For some businesses such as the Swedish Tax Ageeowyritg is extremelyvital and critical.
Security is also considered as a-pomdition inbusiness areas such as banking, healthcare, industrial
resarch, ecommerce etclt is clearly the fact that security is a business requirement, not just a
technical attribute. Any security approach adopted should be in alignment withrdhigectural
integrity of SOA.

1.1.2 Understanding the idea of a Service-Oriented Architecture

ServiceOriented Achitecture (SOA) is anethodunderlyingsystems development and integration

where systemfunctiors are grouped around business procesard are packaged aiteroperable

service$ (Wikipedia, 2009) According to Josuttis (2007), SOA is not a concrete tool or a framework

but rather an approach, a paradigm that leads to certain concrete decisions when designing concrete
software architecture. Finally, OASI®d i nes SOA as fia paradigm for ol
distributed capabilities that may be under the control of different ownership domains. It provides a

uniform means to offer, discover, interact with and use capabilities to produce desired effects

const ent with measurable preconditions and expecta

Technically, SOA can be defined in terms of relationships between (1) A domain of Service
Consumers, (2) A domain of Service Providers and, (3) A domain of Service Br@kiergkarn,

1 A service is a unit of work done by a service provider to achieve desired end results for a service consumer.
Both provider and consumer are roles played by software agents on behalf of their owners (Hao 2003).

2 The Organization for the Advancement afu8tured Information Standards (OASIS) is a global consortium
that drives the development, convergence and adoptionbokiaess and web service standards (Source:
Wikipedia)

% A service broker is neither a consumer nor a provider but a third paisthatessary where a service or

business process is composed of several more elementary services that belong to different owners. In this sense,
a broker provides information of what services are provided by whom (Kingkarn 2008).
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2008) These thee domains form

Figure 1).
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Figure 1 - Service based business environment (Kingkarn 2008)

together a-called Servicebased Business Environme(gee

1.1.3 SOA Security; An Issue of Confidentiality, Integrity and Availability?

Confidentiality, Integrity and Availability (CIA), is a widely used benchmark for evaluation of
information systems security. For over many years, information security has held that CIA, also
known as the CIA triad (see Figure 2) as the core principlégf@imation securityThe Generally

Accepted System Security Principl¢SASSP) defines information security principles in a broad

context. It includes principles, standards, conventions and mechanisms (GASSP, 1999). GAASP
terms CIA as pervasive in natuand fundamental to all information systems.

Another organizatiorthe National Institute of Standards and Technold)ST) defines computer
security as Athe protection afforded to an aut ol

applicable objectives of preserving the integrity, availability, and confidentiality of information

system

resources. o0 These principles

apply i

or firmware), communication channels, size of the organizationAaetcording to NIST, the three
tenets for which security practices are measured can be described as follows;

rrespe

* The key objective of #n GASSP community is to identify and develop pervasive, broad, functional and
detailed security and protection profiles in a comprehensive framework of emergent principles which helps to
preserve the confidentiality, integrity and availability of inforroati

® NIST is a measurement standards laboratory which is arewmnatory agency of the United States
Department of Commerce. The institute's mission is to promote U.S. innovation and industrial competitiveness
by advancing measurement science, standamis technology in ways that enhance economic security and

improve quality of life (Source: Wikipedia).
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1 Confidentiality: A requirement that private or confidential information not be disclosed to
unauthorized individuals.

91 Integrity: Data integrityis a requirement that information and programs are changed only in
a specified and authorized manner. System integaityl Application integrity are
requiremerd that a systenor applicationperforms its intended functions in an unimpaired
manner, free fnm deliberate or inadvertent unauthorized manipulation.

1 Availability: An assurancehat a systermworks promptly and service is not denied to the
authorized users.

Availability

Figure 2 - CIA Triad

However, these crucial aspects of security despite their necessitgtasufficient for the creation of

a secure SOA environment.herefore this study has tried to identify all those factors thait least

in theoryi are concerned as relevant and important foctbation and maintenance ofecare SOA
Environment. Later on inhis study we shall present the extended model of SOA and SOA
Governance with respect to the issues of CIA.

1.1.4 Need for SOA security

The functioning of SOA requires the service consumer to be able to connectsentlee broker

(find service) and subsequently the service provider (invoke service). Similarly, the service provider
has to be able to connect to the service broker (publish service) and the service consumer (provide
service). This implies that there i; amperative for all service domains to connect to each other
without any consideratioa of security and trustin case of the traditional client server architecture,

the server application is assumed to be aware of the appropriate security model asspalssible

for decisions regarding security. Henceforth, the server application is trustwonignitor all the

data including sensitive information that the client is sendiing. increased exposure of services in
SOA brings a greater potential for cpromise as each service becomes a vulnerable attack point
(Pajevski, 2004)At the same time, greater damage is inflicted due to the increased exposure of data
which needs to be protected at both transit and rest
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In the case of SOA, an applicatioan becomposed of services from multiple applications. A service

can be invoked in different contexts by different client applications, which means it can never tell

how it should handle security. Applicatioabbnecan no longer be in charge of security anclsity

models cannot be haxmbded into applications (Ramarao & Prasad, 2008). Another issue is that some

or al | parts of a message intended for one ent ¢
application. So itos i mpimittheadatd exgosed th eavheapplcatione me c h a
In other words, as application and enterprise boundaries are no longer impediments to reuse,
traditional approaches to security no longer suffice (Ramarao & Prasad, 2&@8)the success of

SOA implies on therainsmission of large volumes of réahe business critical information which

makes it more vulnerable to security threats.

Security infrastructure should be accessible independent of technology, using open standards. A
number of new technologies asthndards are emerging to provide more appropriate models for
security in SOAA critique of these standards is that they delvediving the problem of security in

the implementation stages rather than focusing on the design aspécteenceforth esstial to
consider the impediments to security from an architectural perspectivwbmdhe issue of security
usinga holistic approach.

1.2 Purpose of the study

The main purpose of this thesis is to create an integrated model whictsde$ieeure, atactive and
collaborative SOAenvironmentThe integrated model will be obtained by extending the principles of
the CIA triad and then to integrate them with the principles and requisites of SQxetter
understanding of security in terms of SOA and CIAl wiovide a better platform for specifying
requisites to be satisfied by any technical solution.

The integrated model will be checked for completeness and consistency i.e. conformance to the
problem domaify making use of a proven research methodolédgo, in order to create and verify

this model the managerial and governance aspects of SOA also needs to be casittergplay

pivotal roles in shaping the SOA business environment

1.3 The problem statement of the study

In accordance to the purposé the study stated above, the problem statement can be stated as
follows;

What concepts and principles should define a secao#laborative and attractive service
environment?
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The CIA triad is a widely used information assurdr¢d) model that identifies the fundamental
security characteristics of all information systems. However, in order to provide a fruitful solution the
above problem statement can be decomposed to provide the basis for an explanatory theory that
promotes theinderstanding of the following issues;

1 Why is security such a crucial issue for the service environment?

1 How can the security of a collaborative service environment improved trough the application
of CIA’ concept?

9 Are the principles and concepts of Cilad enoughor mustthey be updatedirst and then
integrated to the SOA concept as well as to the enterprise of SOA Governance?

1.4 Delineation of the study

This study focuses on environments consisting afisames, providers and brokers. A Service
Oriented Architecture is expected to integrate loosely all involved parties and create a collaborative
attractive environmerd.g. LIBRIS

The study focuses on devising comprehensive integrated security model rather than focusing on
specific security iases. At the same time, specific security issues can be tackled using the integrated

model as it provides a holistic approach to deal with security. The integrated security model will be

tested, verified and evaluated empirically.

SOA Services are sometisiequated with Webervices. However, SOA Models defines the problem
whilst Webservices belong to the solution space (one of the alternatives) for implementing the ideas
of SOA. SOA is an enterprise model that is implemented by both human aritLintan reources.

The issues of SOA implementatiane not considerefr this study.

1.5 Outline of the inquiry process

The approactof the inquiry processfor this study consists of the following stages. Firstly, the
creation of a conceptual framework (the theory underlying in this study) derived from the primary
problem statement of the study. Secondly, the creation of a security solution derivethé&om
distillation of theoreticalideas and models regarding SOA security. Similaghpirical viewswill

help us to attain the attitudes and perceptions of pempleerning both the characteristics of SOA
and SOA SecurityLastly we present aliscussion, by dering similarities and differences between

® Information assurance (lA) is the practice of managing informatitated risks. More specifically, 1A
practitioners seek to protect and defend information and information systems by ensuring confidentiality,
integrity, authentication, availability, amdbn-repudiation (Source: Wikipedia).

" The concept of CIA (Confidentiality, Integrity and Availability) implies to the reality of information bases,
information flows and information processing that takes place in our business or public environment.
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the theoretical and empirical views of SOA security with respect the various issues of SOA, CIA and
SOA Governance.

1.6 Outline of the report structure

The rest of the thesis is divided into six chapssslustrated below (see Figure)3in chapter 2, we
describe the methodologypllowed in this thesis followed byhe model delineationand scoping
Chapter 3 deals with the theoretical views of a SOA originated environment with respect Th€lA.
security requirementsf a SOA architected environmestdiscussed in this chaptén chapter 4we
describe the nature of empirical inquiry and queries for the validation of the SOA security model.

In chapter 5, the findings of tlenpiricalstudyare analyzed in relation to the theory i.e. the goodness

of the proposed model is verified. Chapter 6 deals with the discussion where the theoretical and
empirical views are comparedit the end we conclude the thesis and summarize the contribution
madeby this research.

Chapter 1:
Introduction

Chapter 2:
Methodology

Chapter 6:
Chapter 3: (S— Discussion S Chapter 7:
Theoretical Study —— (Similarities & Y Conclusion

Differences)

Chapter 5:
Empirical Study
(Model Verification)

Chapter 4: —
Model Construction

Figure 37 Outline of the report structure
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2. Methodology

In this sectionwe describe the methodology employed in this study. The approach that has been
followed in understanding the securisspects of SOA arboth normative (theory driven) and
descriptive (experience drivenJhe purpose of the chapter is to explain ttedand choice of
following a particular methodology and alsga@sent the methodology followed in this thesis.

2.1 Establishing the foundation underlying the proposed solution

The main concern of this thesis is to develop an integrated security model that promotes the choice of
a comprehensive architectural pattern, as well as explain how the proposed architectural pattern
promotes security of the servibased business environmefito achieve this we will need to
understand the security requirements and challenges encountered to implement a security solution for
the servicebased business environment. It is also importaoffget this study by understanding the
existing securitynodels as this could be compared with the proposed model.

The concept and principles of the CIA triad have to be understood and evaluated, in order to
determine its strengths and weaknesseRtended idea of security can be ascertained by deriving old
and new security concepts and principles. Finally, this extended idea of security should be integrated
with the concepts and principles of SOA.

Agrees with

A
Extended CIA

. . . Integrated Model of . Principles +
—A h —A h .
Service Environment grees with—p SOA grees with—» Architecture
Principles

Figure 47 Towards a sound theory of SOA Security

As we can se@n Figure 4above, the logical nature tffieinquiry can beexpressed in the following
way;

1 Demonstrate that theervice environment agrees wHOA.

1 Demonstrate theoretically that SOA agrees witle extended principles ofIA and
architectural principles.

Henceforth, émonstrate that the service environment agrees with the extended principles of CIA.
The demonstration of these inquiries should provide the answer to our fhsihypothesis is
derived from thetheory of Nicholas Reschevrho states that knowledge is a system of principles.
Reality agrees with knowledge and hence reality agrees with a system of prifRggeker, 1979)
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It has to be demonstrated both theoretically amgirically that such an integesd concept can define

a secureattractiveandcollabaative environment (see figurd.3n other words, SOA should provide

the conceptual means upon which the real collaborative environment should be conceived and
evaluaté as attractive. At the same time, the extended CIA model should provide the conceptual
means upon which the same real collaborative environment should be evaluated and conceived as
secureThe completeness and delineation of the model are to be deteryifi@unulating questions

which are in conformity to the purpose of this study.

Validity Reliability
Theoretical Views/ Integrated Model of Empirical Views/
Explicit Knowledge |~ i SOA Tacit Knowledge

A

Completeness &
Delineation

A

Questions

Relevance Relevance

A

Conformity

Purpose

Figure 51 Thesis Methodology

2.2 Model delineation and scoping
The first step in the inquiry process is to understand the complexity @&@#earchitectures. We
alreadyknow that the concept of SOA is based an architectural style that defines an interaction model

between three primary parti@adrsanjani, 2004)

1 The service provider, which publishes a service description and providiespileenentation
for the service.

1 A service consumer, which can use the service description directly of find the service
description in a service registry.

1 The service broker provides and maintains the service registry.
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A metamodel is depictedni the figire below (see figure)6 The primary variation in this
architectural stylés with respect to the us# theservice broker i.e. the consumer can directly obtain
the service description from the provider instead of using the hrnaokérh implies that théroker is

an optional componenHowever, bdt these architectural variations exist and are exploited as per the
system requirementsn order to device a comprehensive and integrated security model we have to
consider an architecture which includes tmekier. The possibility of having a specialized broker
presents many challenges with respecth@security requirements and system desifinerefore,
moving forwardfor all practical purposes we shall consi@DA architecture with consumers and
providess with the presence of an explititoker.

Consumer obtains service description from
Broker or directly from Provider (Broker is

optional)
<<use>> <<realize>>
Service Consumer Service Description Service Provider
* *
. * * . .
<<contains>> <<described in>>
l *

Service Broker

Figure 67 Conceptual model of a SOA Architecture Style (Arsanjani, 2004)

It is important to understand and research security mechanisms in context to the broker architecture.
Security is also influenced by the stakeholders to a great extent, as they tend to exchange information
through other communication channedsich are inbrmal in naturee.g. phone, emaithatetc, which

cannot be monitorethrough information systemand henceforth,will not be considered for the
integrated securitynodel.

Another important aspect is the levelsadrviceabstraction to be considered fiiis thesis As this

thesis intends to resolve the issues of security at a conceptual level, we shall not consider the
technical aspectlike web-services etc.As shown in the SOA layered architecture framework (see
figure 7), we shall consider servicelyer 3) as the basic layer of abstractibhe service layer and

the layers above i.e. business composition, integratgmvernanceetc provide interesting
perspectivesvhich areconsidered irthis thesis foisolvingthe problem ofecurity.

The nextstep is to delineate the relationship between SOA and extended CIA and to see to what
extent can the principles of extended CIA be satisfied by SOA. CIA proposes a closed world i.e. by
restricting the number of people who have access to the service arsl a@héidentiality, integrity

and accessibility are respected. On the other hand, interoperability sopkrability proposes an

open world i.e. open service environment. It is important to maintain the balance between these two
aspects and regulate eagfithese as required.
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2.3 Model construction

The integral aspect of this study is to define a gerstagratedsecurity model for SOA with an
insight of designing SOArchitecture system3hefirst step would involve identifying the strengths
and inherent weakness of the CIA trisdorder to formulate an integrated security modelthe
extended CIA model

Secondly, other theoretical views on the subject have to be considered with efforesate an
integrated security model in the context of SOA architected business enviroAtndrd.same time,
acquisition of empirical information for the aforementioned aspeittde preparedin this way we
can establish the grounds for comparingttieoretical and empirical views of integrated security.

2.4 Model verification

The purpose underling the normatiaepects of the inquiry ate create queriefor the proposed
modelthat can be verified and validated by the means of the empirical prétessmpirical process
will be conducted through survey by using a questionnaire.

The model is valid because it is relevant with the existing knowledge concerning the issues of
security and SOA. The model is fruitful because it is relevant to the gairpbthe study. The
empirical model is reliable because it representdritefiectualviews of the people that have been
interviewed. There is a mutual dependency between the theoretical model and the queries of inquiry.
A model is complete if it is deleated by the queries of the study and the queries are relevant if they
are derived from the mod@ubenko, 1978)
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The questionnaire will provide us valuable inputs in ordeimjorovisethe model, whilst it would

also help us to verify (i.e. identifyingimilarities and differences) the security model. The
questionnaire wilklsotry to combine and qualitati¥and quantitatvéa p pr oaches by usi
method researého r A Ariodemathodology which attempts to combine both these approaches.
The mxed-modemethodologyprovides a better understanding of the research problererbadces

the integrity ofthe research, as it complements quantitative and qualitative approddiies.
corroboration also ensures the completeness and validity of thecteskecording to Metzler &

Davis (2002), the choice of a mix@ode approach was made 1). to compensate for the complexity

of the subject matter and 2). with a desire to create a survey tool that would be concise and acceptable
to the transit industryThe mixedmode methodology process can be illustrated by the figure below
(see figure 8), which is used in this thesis. This process is also popularly referred to as triaffyulation
in literature.

Research Question Findings

Research Design Legitimation

Data Interpretation

Data Collection — Data Analysis :’> Data Integration

Figure 87 Mixed research process model (Johnson & Onwuegbuzie, 2004)

8 Quditative research explores attitudes, behavior and experiences through such methods as interviews or focus
groups. It attempts to get andepth opinion from participants (Dawson, 2002).

° Quantitative research generates statistics through the usg@$tale survey research, using methods such as
guestionnaires or structured interviews (Dawson, 2002).

19 Triangulation is an approach to data analysis that synthesizes data from multiple sources. Triangulation
combines information from quantitative andadjtative studies, incorporates prevention and care program data,
and makes use of expert judgment. Triangulation methodology provides a powerful tool when a rapid response
is needed, or when good data do not exist to answer a specific question (UGSF, 200
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2.5 Derivation of partial and final conclusions through
comparison

The empirical study is designed in such a way as to present the respondents with various answer
options and thermpiniors aregauged with the help od rating scaleThe average rating will be
considered to plot emdarchartas discussed in the section below.

The comparative part of the study outlines the similartied differences between the theoretical

empirical views Both these views arguxtaposed ina tabular format inorder to erive partial
conclusions of concerned issuéhe partial conclusiondiave provided the sound grounds and
corroboraibn for the final conclusions of this thesis workccordingly, we beliee that we have
conceived an answer to the security issues in a SOA environment that promotes an understanding of
how SOA, expande@IA and SOA governancare related to each othdthe final result of the study

is an integrated security model that focuses a secure collaborative and attractive service
environment

2.6 Presentation of the comparison results

Radar chad areusedfor the graphical presentation of the resultisese charthelpus to differentiate
between theheoreticalpossibilities and thempirical actualitiesas shown below (see figu. It
also helps the reader to understand and interpret the conceptual information easily.

Quickness

Continuity

| e=g==E mpirical actualities

Resilience . .
kd=Theoretical possibilities

Innovativeness

Figure 97 Graphical presentation of the comparison results
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3. Theoretical views of a SOA originated environment with
respect to CIA

In this chapter we describe the properties of SOA and how these correspond with the security goals of
CIA. This is followed by identifying additional security requirements of SOA which are assimilated
by studiing already existing SOA security modef8nally, we conclude this chapter lgcruingan
integrated model of SOA Governance with the security goals of. SOA

3.1 Properties supported by SOA (The Architectural Integrity of
SOA)

SOA is a philosophy used in the design of concrete software architethae&sOA environment is
configured with respect to known or unknown customers, known providers lanotter. The broker

aims to inform customers about the services thpadicularprovider can supplyin many caseshe
composition of a process aiming to deliver something to a customer is composed by the activities of
more than one provideBOA allows for interoperability between heterogeneous systemshanid &a

case of customizimn that is very critical in the case of SOA.

The coordination of activities involved in the delivery of services follows either an orchestration
strategy or so called choreography strategy. In the first caseof the involved providedsecomes
responsible for coordinating the activities. However in the case of choreogeapbgstituenactor
knows when it shall come tim the environmentlo something anavhen it shallleave outsidethe
environment.

The most elementary activity involved inettomposition of the process is an elementary function.
Such a functions represented as blackbox for the outside worl@sit is not necessary to know its
internal |l ogi c. However, wha't is necessasy ¢to
from both the input side and the output side.

The properties and design principles of SOA have been elegantly discussed by Artus(2006),
Jossutis(2007) and Erl(2008) in their respective boBkme of thémportantproperties supported by
SOA ardlisted below;

1. Requisite ofAgility and Loose coupling Loose coupling is the foundational characteristic
of SOA because it declaregither chaos and information islands nor bureaucratic order and
rigid interdependencie®©ne of the key aspects 8OA out of a holistic approadh agility.
Agility requires lamse coupling between

a. Variousservice providers

b. Service providers argkervice consumers
c. Service lboker and service providers / service consumers.
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The service consumer must be insulated ftbendetails of the business logic implemented
by the service provideand viceversa Any changes made tservice provider, for e.g.
redeployed in a different platform should not affect the service consumer in any nidmer.
same holds for the service kv which should function independently of the service
provider and consumer.

Agility is a multidimensional conceptAlberts & Hayes, 2005)and it manifests itself into
many other propertiesith respect to SOA,;

1

Quickness: To be quickly responsivia meetingthe demands of the environment.

Robustness:This means that independently of atyrbulentconditions the processes
shouldcontinueto function andbe more efficient and useful.

Abstraction: This emphasizes the need to hide as much obititkerlying details of a
service (Erl, 2008). This helps to enable and preserve the previously described loosely
coupled relationship.

Flexibility: To be flexible by providing the environment alternative ways to satisfy the

demands of a customd¥lexibility can be understood in terms of a pdioipoint pattern

between providers and consumers or a broker centric option (Alberts & Hayes, 2005).
Flexibility can be accomplished by making allowable design changes i.e. either in terms

of introducing maules or modifications or by withdrawing existing modules. In the

same sense flexibility can be given in terms of fluid relationships between modules
(Henderson & Clark, 1990). The presupposition here is that the resulting pattern should
always bempbedbhansds comprehensible. This means
between the entities (modules, systems, groups etc.) should be less than the number of its
constituent objects.

Innovativeness: To be innovative by providing new ways to perform a paldictask,
whilst improve existing ways to do more things.

Adaptively: To be adaptive that is when large changes are mthen the SOA
environment it must adapt to the new conditions. &gr changes ibusiness, politics,
cultural, social, ecologicattc. Achieving the appropriate level of agility requires that
practical considerations be balanced against various design preferences.

Resilience To beresilientor perhapseconciledthat means in case of a catastrophic
situation the strategyshould shield the system and should facilitate recovery of the

systemback toits normal conditions as soon as possible.

Continuity: To satisfy the conditions of business continuiyich means in the case the
providers of the services uses computers @mdputer networksthe enterprise of the

Page 21



business continue to make business with or without the efforts of such technological
infrastructure.

2. Requisite of Visibility or Discoverability: In order to call a service we need to know as to
where the servicexists. The service is usually advertized in the public domain where the
service consumers can search and discover the service. A service can also be discovered
through word of mouthService visibility becomes extremely critical when we have a
complex sevice infrastructure witta complexmix of tools processes artdchnologies.

3. Requisite ofGranularity or Composability: The ability to effectively compose services is a
critical requirement for achieving the fundamental goal of S&¢vices are expectéd be
capable of participating as effective composition members, regardless of whether they need to
be immediately enlisted in a compositi@irl, 2008) Granularitycan be defined as the
degree of modularity of a system irmimber ofcoarse grainedperdions a service should
have Thisalso directly affects the number of service cediguired to perform an operation
Artus ( 20 0 6nordertoadeet the derice granuldrities we are likely to be trading
off factors such as maintainabilitgperability and consumabiliéy

Some of the design principles of SOA specified in literature are controversial and sometimes
conflicting in nature. There are listed below;

4. Requisite of Consistency: There are many candidate technologies available today f
creating, publishing, discovering, and invoking services. SOA should provide a reference
architecture specifying particular mechanisms that service providers and consumers will use
such that there is consistency across all participants in the SOA ,(2(108). Henceforth,
consistency helps reduce development, integration, and maintenance effort.

5. Requisite of StatelessnessServices are ideally designed to remain stateful only when
needed. This is one of the most confusing aspects of services becaessta® is always
involved. Services may be stateless from a business point of view and stateful from a
technical perspective and vieersa (Jossutis, 2007). A stateless service is a service that does
not maintain any state between different servicesdadl. after the service call is over, the
pertaining information which have been created temporarily to run the service are thrown
away. Whereas a stateful service is a service that maintains state over multiple service calls.
This aspect can also be nefl as Transactional integrity i.e. either a service oriented
transaction is correct/valid and hence it is wholly accepted or it is invalid and hence wholly
rejected.

6. Requisite of Reusability: The common business case for SOA is that it leads to better
reusability because all service consumers that need a particular functionality just have to call
the same service provider. This is extremely beneficial but has certain limitations due to the
tradeoffs with performance. For instance, the issue with graitylae. if the services are
fine grained it implies that the service calls are also fine grained which leads to an increase in
the processing time. On the other hand if we have large amounts of data to process, the
performance concerns may require usde finergrained services.
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However, it is not sure if all the above principles define the architectural integrity of SOA
environment. Accordingly, if some of the above principles are removed without any
implication on the fundamental principle of SOA (fostance reusability), then this principle
does not belong to the architectural integrity of SOA. Finally, this study focuses on the
integration of SOA with CIA and not with the architectural integrity of SOA.

3.2 Theidea of a secure service environment and outline of
security requisites according to CIA

SOA is being increasingly used to architect systems in the IT industry, as they provide a way of
building looselycoupledservicesand also linking them within and across enterprises. A key benefit
of this emerging architecture is the ability to deliver agile, integrated and interoperable solutions. At
the same time ensuring the security of the environment is critical, both for organiz#tieins
customersnd other stakeholders

The global and pervasigecurity requirements of any given information system are Confidentiality,

Integrity and Availability (CIA). A key aspect of Information Security is to preserve the
confidentiality, i ntegrity andprogessang &nd meiwbrkiigy of an
It is only with this information that it can engage in commercial activities. Loss of one or more of

these attributes, can threaten the continued existence of even thellasjjgss®nterprises

3.2.1 Confidentiality

Confidentiaity is the characteristic orassurancethat information is being shared only among
authorized persons, entities and processesawhorized times and in an authorized manner
Confidentiality is said to be breached when any of the above criteria are nahdneénce results in
information being disclosed hedisclosure can take plabg various means like printing, copying, e
mails or creating documentsr even through wordf-mouth

Confidentiality can be enforced by defining appropriate access levels for information. This involves
segregating information into discretems organized byfiwho should have access to.itt is also
necessary to organize information based on its sehgitie. the damage one would suffdr i
confidentiality was breache@onfidentiality is the key design goal of any cryptosystemnhich is
implemented using cryptographic techniques.

Confidentiality is also an ethical principle which is inculcated bygsgionals in various areas like
medicine, law, journalism etd@.here are numerous lawrs placewhich state that the communication
between the two parties (a person and one of the professionals) is confidential and may not be
disclosed to third parties.

™ The term cryptosystem is used as shorthand for "cryptographic system". A cryptographic system is any
computer system that involves cryptograg8gurce: Wikipedia)
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An examplewhich illustrates the importance obnfidentiality is health care, where it is considered

as a fundamental tenett is increasingly difficult to maintain confidentiality in this era of
computerized record keeping amtectronic data processighi ch i ncl udes emai |, f
information, third party payment for medical services and sharing of patient care information among
numerous health professionals andtitations (Synder & Leffler, 2005) An important aspect of

medical care is to respect the privacy of patients, encouraging them to seek medical care and discuss
their problems candidly. Confidentiality also ensures that patients are not discriminated on the basis

of their medical conditionsA research conducted by the Duke University (2001) shows that for

patients with HIV, breaches in confidentiality may result in discrimination, lesser quality health care

or the loss of their home, job, health insurance and family.

3.2.2 Integrity

Integrity is thecharacteristic orassurancehat a given piecef information istimely, accurate,
authentic and complete. Integrity acts as a primary indicator of security in information systems
(GASSP, 1999)Integrity is usually enforced using a setrofes or constraints/hich is inherent in

any information systermAs integrity refers to the validity of dataser account controls shouldt e
inappropriatelymodified because even a momentary change can lead to service interruptions and
result inbreach ofconfidentiality. Other data such as user files must be available for modification, but
should be reversiblefor e.g.in the case of accidentally deleting important dawéegrity can be
ensured by making use of digital signatdffeshich are egivalent to traditional handwritten
signaturesllowing the sender to verify his identity.

An example which illustrates the importance of imitggis in the area of researéhwhere it is
extremely vital.According to Synder & Leffler (2005), Integrity rsugovern all stages of research,
from the initial design and grant application to publication of results. Investigators and the respective
institutions araesponsible botindividually and jointly for ensuring that the obligations of honesty
and integriy are met.

3.2.3 Availability

Availability is thecharacteristic oassurancef information and supporting/stems being usable and
accessible on a timely basisrequiresthe systems responsible for delivering, stoamgl processing
information to beaccessible when needdxy other systems or stakeholders whiocbed them.
Availability is also an assurance that relevant information should be provided to the client of the

12 A digital signature or digital signature scheme is a type of asymnoeyptography which gives the receiver
the reason to believe the message was sent by the claimed (8maee: Wikipedia)

BResearch is defined under the feder al fiCommon Rul ed

development, testing and & uat i on, designed t o develop or contri
(Department of Health and Human Services, 2005).
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service devoid of theannoyancef information overloatf. There are systemsdaywith computing
resources whose architectures are specifically designed towards improving availability. Depending on
the specific system design, it might target power outagssyork outagesypgrades, and hardware
failures to improve availability.

An examplewhich illustrates the importance oévailability is in the case of airline booking systems.
These systems nedd be available online on a Z4basis which is both an IT and business
imperative.These systems must also be able to anticipate thifeatggtance,high traffic during
vacationsyemain faulitolerant® and maintain uptime.

3.3 Existing Models of SOA Security

In this sectiorwe shall review existing security modeiich cater to the requirements of tB®A
environment. This will help us derive the basis dbr our modeland alsahe key aspects of these
models will be incorporateith our model.

3.3.1 NASA: Security Enhanced Model for SOA

According toPajevski (2004)SOA security issues can be resolved by mitigating risks caused by the
increased exposure of services by using afbheapproachFirstly, to use a proxy service to insulate
services from consumers and to split the service registry into public and privateByreasg this
technigue we can debilitate aatsoto an extenheliminate direct attacks. Secondby using access
controltechnigues which limitgvhat the users can gdahilst also limitsthe harm they can cause.

From the figure below, we can see tti@t the classic SOA Model (as shown in figuf® Bas been
upgraded with a set of proxy services;

9 A public service registry for consumers which provides the location of all services.

91 A private registry service for proxy and other trusted entitieigh lists the actual location of
each provider.

We can see thalll requests go through the proxy service and the proxy gets authorization before
forwarding any request#lso, the messages will be checked for its format and any malicious content.

1 Information overload refers to an excess amount of information being provided, making processing and
absorbing tasks very difficultor the individual because sometimes we cannot see the validity behind the
information(Source: Wikipedia)

15 Faulttolerance or graceful degradation is the property that enables a system (often ctagrdprto

continue operating properly in the event of the failure of (or one or more faults within) some of its components.
Faulttolerance is particularly soutthfter in highavailability or life-critical systemgSource: Wikipedia)
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Proxies can also augment the service vétthanced capabilities like dd-balancind®, quality of

servicé’ (QoS) etc.Also, note thathe system could have only one service registry, which reports
differentservice locations depending on whether the requestor is a trusted proxy or not.

Public

2. Register proxy
as interface to
new provider

Service
Registry

l
%

3. Find provider

(i.e., proxy)
Consumer
Application
Figure 10T A AAiSecuri ty

SP”VE.HG ) 1. Register Service
ervice ¢ Provider

Registry

5. Find real
provider 6. Use provider

4. Use provider

via proxy Proxy

Service

3.3.2 IBM: SOA Security Reference Model

Nagaratnam et a{2007) define a SOA security moddgkee Figure 1jlas a list of enabling

capabilities. Here, the capabilities refdio the IT and businessecurity services, enablers and
supporting infrastructurd hey suggest thatr@ference model hedgo address requirements and lead
to a logical architecture and then to a physical architecture, with products and technologies tmap
solve the problemThe reference model can blssified undethree layers of abstraction described

below(Nagaratnam et a2007)

9 IT security services Theseare the foundational building blocks for a SOA infrastructure,
providing the ability to secure the services amget the needs of applications and

infrastructure. These like identity service, authentication service,

authorization service etc.

9 Security policy infrastructure; This infrastructureentails articulating, managing, enforcing

includeservices

Enhancedo

$R@javsHi, 2a0B8 r act i on

Mo d el

and monitoring security policies. This includes the ability to authenticate and authorize

% In computer networking, load balancing is a technique to spread work between two or more computers,

network links, CPUs, hard drives, or other resources, in order to get opéswalrce utilization, maximize

throughput, and minimizeesponse time (Source: Wikipedia).

" In computer networking, quality of service (QoS) is the ability to provide different priority to different
applications, users, or data flawsr to guarantee aedain level of performance to a data flg®ource:

Wikipedia).
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requesters to access serviasit and protect information. Thus security policy management
functionality is a core padf providing security capabilities in an SOA environment.

9 Business security servicesThese servicesvolve managing the needs and requirements of
the business, such as identity and access managedagat,protection, governancend
compliance. Theyhelp to effectively manage the relevant policies applicable to meet the
business needs.

1 Security enablers Theseinclude technologies like cryptography, directoris.that would
be utilized by the security services to perform their task.

Governance andgk management provide the mechanism to implement and enforce security policies
within the larger SOA environme(ilagaratnam et a2007)

IT Security Services

Identity Services Audit Services
Authorization and Privacy Confidentiality and
o Services Integrity Services o
Authentication Mon-repudiation
Services Services

Security Policy Infrastructure

Policy Policy Distribution and Policy Decision and

Administration Transformation Enforcement Monitoring and Reparting

Business Security Services

Governance, Risk Trust Identity and Data Protection and Secure Systems
and Compliance Management Access Disclosure Contral and Networks

Business Process and Policy Management

Security Enablers

Figure 117 SOA Security Reference Model (Nagaratnam et al, 2007)
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